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Quotation for Annual Maintenance Contract (AMC) of Bank Website

Sub: DCCB Eluru —~AMC for Bank Website — Quotations called for- Reg
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Quotations are invited regarding the Annual Maintenance Contract (AMC)
for Bank Website.

Scope of Work:-
1. Updating of Bank Website data provided by our Bank.
2. Uploading of DEAF accounts (Depositor Education and Awareness Fund)
~ on monthly basis. The report will be provided by the Bank on monthly
basis. The same is to be considered as per Regulatory guidelines/Bank’s
requirements.

3. The Content Management System (CMS) must be simple to install and
easy to maintain and operate, should not need high IT knowledge and
expertise. Adding, modifying and deleting information to be easy and.
integrated with easy to use content management system.

4. The website shall have provisions of Content Contributor/Creator,
Moderator and Approver System wherein authorized individual from
Bank can upload the content on the website pertaining to their Centre /
respective domain which after the due approval by the approving
authority would be available to the website Manager / Webmaster /
Publisher for final uploading onto the website
Updating of Plugins regularly.

Provide training to the Bank staff regularly regarding website in the
premises of the Bank at no cost to the bank.

7. The website would also be periodically audited by Bank appointed
security auditors. The audit scope can include source code, vulnerability
assessment, and penetration test of related infrastructure. The
successful bidder will facilitate audits, fix/rectify all the vulnerabilities
un- earthed by the security auditors without any cost to Bank and within
30 days of getting the reports.

8. Bidder has to monitor the web site application 24x7 from security threats
and ensure its uninterrupted functioning,

9. Any unwanted security threat or hacking attempt should be taken on
high priority and dealt with immediate effect

10. Any unwanted security threat or hacking attempt should be taken on
high priority and dealt with immediate effect.
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Wherever applicable, successful bidder has to ensure Lock HTML source
code to protect web pages from unauthorized copy.
Any security breach identified must be informed to Bank immediately

and attended instantly to protect interest of the bank and its customer.
Selected vendor would be responsible for providing fix to the problem in
consultation with bank’s security team. Any such incidence should be
followed by Root Cause Analysis (RCA) and audit of the system.
Vulnerability Assessment Penetration Testing (VAPT) should be done at
least once a year and additionally based on security threat.

Vendor should also allow regular security audit of the system by bank or
its authorized agency as per their requirements and the company to
ensure rectification of the audit observations as part of maintenance.
Any audit/security enhancement proposed by the Government or Law
enforcing agency should be carried out by the vendor at no cost to the
Bank.

Add plugins / modules to monitor uptime and check on bot attacks.
Alerts and response should work in real time to ensure 100% uptime.
Take periodical backup of the site as per the Bank’s Regularity /
Compliance requirements.

Provide training to the Bank staff regularly regarding website in the
premises of the Bank at no cost to-the bank.

Selected Bidder has to ensure implementing Cross-site scripting 9XSS)
and Cross-site Request Forgery (XSRF) protections to protect website as
well as Bank’s Website visitors.

Selected bidder is required to prepare a schedule for maintenance
activity and carry them out regularly. Maintenance activity to be carried

out at midnight to avoid visitor inconvenience.

Terms and Conditions:

1. The Bidder should have experience in maintaining AMC services
2. The Contract period is valid for a period of one year and renewable

for further period on annual basis.

3. The Quotations should be submitted to our office by 01-09-2025.

Yours Faithfully,
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